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Background: increasing number of NPS available

Global emergence of new psychoactive substances up to December 2015:

BEm ergance of NPS (2015)

Re ported
Not reported

1] 1,000 2,000 km

Source: United Nations Office on Drugs and Crime, Early Warning Advisory on NPS, 2015
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Background: increasing number of NPS available

| Piperazines ‘ |

U ] Benzodiazepines S
Arylamines N
Tryptamines ;

Bl Opioids Number of NPS
Phenethylamines

Others — reported to the EU
Synthetic cannabinoids EWS, 2005-14

Synthetic cathinones

e an Source: EMCDDA, 2015
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Background: increasing number of NPS available

Number of seizures of new psychoactive
substances per country (map) and proportion of
seizures by category of substance (pie chart),

2013
23 %
. 4 : ar Quantity seized (kg)
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Tryptamines Synthetic cathinones
[_I Opioids . .
Number of seizures of new psychoactive

Source: EMCDDA, 2015 substances and quantity seized, 2005-13
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Background: increasing number of NPS available
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15 M Cannabinoidi sintetici
W Altro
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5 N of NPS identified in Italy
and notified for the first time
. to the NEWS (2009-2014).
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Source: Italian Early Warning System — Verona Unit, 2015
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Background: high number of NPS clinical intoxications

\ 2014: 256 patients with symptomatology
- Emener!) related to NPS consumption admitted to
ER

G NPS used: synthetic cannabinoids and
_] cathinones, phenetilamines, methoxetamine,
ketamine, amphetamine like, etc.

In 93 cases, patients were not aware
about the substances they had taken

Source: Italian Early Warning System — Pavia Unit, 2015
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agitazione/eccitazione

Background: high P——
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dolore toracico
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ACC

sudorazione
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insuff. renale

alterazione visus/nistagmo
xerostomia

parestesie

dispnea
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Source: Italian Early Warning System — Pavia Unit, 2015



URITON o

Unknown
carachteristics
\ of many NPS

y




. Dipartimento di U R ITO N a Y

FIRENZE | scienze della Salute

on New Psychoactive Substances

::?} |-SE |- turopean Project

Crime Programme of the European Union
JUST/2013/1SEC/DRUGS/AG/6426
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1. Early detection of NPS

In seized, biological
and oIIected samples
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CBDA
- 1
synthase

cannabigerolic acid -
'I Cannabigerol

. = (CBGA) 2"
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3. Study of NPS metabolism and .-

effects in'Vitro7and in“vivo “" e ™

cannabidiol

(CBD)
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4. Sharing scientifie*results and

iInformation with collaborating
network.and NPSrPatabase
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Scientific collaborations
EDNIDA

E&YUNODC 7)) unierl

\‘i&'{, < J@:’-f’f}i}’

~——7+ United Nations Office on Drugs and Crime \/ )/ united Nations

‘A: :1/" Interregional Crime and Justice

i Research Institute

—

= EURT”POL

In progess
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Type of samples and NPS collection

Type of sample Environment Legal status
Legal NPS > Free purchase
lllegal NPS == Judiciary permission

Law

Selzee) NP Enforcement

NPS In
biological
samples

Emergency
rooms
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What to monitor online to early
e discover NPS?

"~ ) 1. Websites openly selling NPS

=i~ 2. Websites selling camouflaged NPS

> 3. Websites selling medical drugs (online
& pharmacies)

G~ 4. Blog, forum, social network dealing with
w# NPS and updated by drug users

5. Deep web and Darknet
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The deep web

\
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Our mission is to be the global resource for
technology, advocacy, research and
education in the ongoing pursuit of freedom

of speech, privacy rights online, and
censorship circumvention.
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TOR NETWORK
Connection set up Connection
How Tor works: 1 L v How Tor works: 2 3T
—= e rypled Lk —= rerypted Lk

Alice H P._.c:l Jane Alice IE‘:]- F‘—cl P_q:. Jane
S — 2 = | =2
= - | = R R
| J Six Tor nodes and 4 users
Connection Timeout - entry node change A real scenario - multi purpose node
How Tor works: 3 e .. How Tor works: 4 et
— eOCTypted link I‘ - [ ) - errypted ik
U | ~ '
Alice E g Jane Alice F;gc] T J.}w
v

% |
- ; =y}~

= ;
3 — ¥ |

o F el
itk

e ——— ' : 2 ¥
B | e = | B-E ]
BR=R=R U tial=h- |
J —

Nine Tor nodes and 4 users / Tor nodes
A: Alice connects to Bob - B: Bob connects to Dave
J: Jane connects to Alice - D: Dave connects to Jane
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“ Part of the deep web
‘where users interact for
“Tllegal scopes

. Pedoﬁ&rnography

» Wepapons traffic
 Homicides

IIIegaI substances traffick
and dealing
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Products o Logn  Regstason
TorLinks | .onion Link List
Guns
Commercial Links
e o e e e e
Non-Co cial Links

Servicss mmmmmmmm

TorLinks is a moderated replacement for The Hidden Wiki, and serves as a link or url list of Tor hidden
services.
Feel free to copy this deep web link list directory to your website to make others aware of the darknat.
We regulary update the tor onion sites on this site.

Financial Services ommercial

Font: UK Guns and Ammo Store

EasyCoin | EasyCoin Bitcoin Wallet, now with free Bitcoin Mixer!

WeBuyBitcoins | Sell your Bitcoins for Cash (USD), ACH, WU/MG, LR, PayPal and more
HQER | High quality euro bills replicas / counterfeits

USD Counterfeits | High quality USD counterfeits

OnionWallet | Anonymous Bitcoin Wallet and Bitcoin Laundry

Services ‘ommercial L

TerShops | Create your own .onion store with full bitcoin integration
OnionHaosting | Secure hosting for .onion andfor i2p

Onion Identity Services | Selling Passports and |D-Cards

Rent-A-Hacker | Hacking. DDOS, Social Engeneering, Espionage. Ruining people
USA Citizenship | Become a citizen of the USA, real USA passport

Hitman Network | Group of contract killers in the US/Canada and the EU

UK Passports | Original UK Passports

USfakelDs | High quality USA Fake Drivers Licenses

[A]

Drugs Commercial L

EuCanna | First Class Cannabis Healthcare' - Medical Grade Cannabis Buds, Rick Simpson 0il, Ointments
and Creams

Peoples Drug Store | The Darkweb's Best Online Drug Supplier! Heroin, Cocaine, Ecstasy, Speed, Cannabis
Prescriptions

Smokeables | inest Organic Cannabis shipped from the USA

CannabisUK | UK Cannabis vendor, selling only organic weed Product b Quantity
DeDope | German Weed Shop - Weed and Hash from Germany

BitPharma | EU vendor for cocaine, speed, mdma. psychedelics and subscriptions
Brainmagic | Best psychedelics on the darknet

NLGrowers | Coffee Shop grade Cannabis from the netherlands

Fonte: http://torlinkbgs6aabns.onion/ Font: Hitman Network
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Account Orders Messages Gallery Forum Help Logout

it 000000000 8 o Circler

Producis Info Login  Regisiration
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Qibeern (14)

Welcome to Smokeables! Finest Organic Cannabis, shipping
from the USA!

Original OG Kush

Freq Sample Of Cocaine

. NEW VENDOR
Paychedelon (77 et CHTIETIED
Dthet (2 Shig o Urked & We are one of the few online dealers having access to original OG Kush clones

Ship fa Linsas

Get youself some of the o 0G Kush!
We only grow in soll with organic nutrients.

Supplements (0}

Preacription §14]

Product Price

1 ounce of OG Kush 200USD=16248 1 b4 Buy now

Font: Sheep Marketplace

Welcome

Sil k Road messages(0) | orders(0) | account{B0.00) | settings | log out 4 1 xm

1 anonymous marketplace search wW(n)

Font: Smokeables

2

BUET News:

hop by category:
20s{1257

'ﬁ

= Missing deposits

« Site restored

H “* Oy
D“'[( 24 ¥ = Forum bugs
kl_ J.],Q-M'Il 2ol . . addressed
. gram Supar Polm 22 hits of Fiyng Key 70
* frkieg wi bfotog
B840.71 B45.23
= Escrow hedging
update
* New feature to help
protect scllers
= Seller ranking and
feedback overhaul
Com Cob Ppe Standard Quantum Machamcs 220 « Change your Mt
Ppe e books Gox password
B82.15 82.26

Roocodons « 30mg IR Maver Gat Raeded (Nevar  bagh Quakty Sor pure
rowund biue Get Busted MDMA crystal
B6.84 B2.40 B78.29

Font: Silk Road
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Payment methods

Internet user ——»
—_—

: Cl b
(client) e

IP Anonimyzation

l - NOT TRACEABLE-

Bitcoin

Dark net

Criptomarket — illegal activities
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Bitcoin: anonymous payment

i, SN - 3 =T - -
: = - - - . :-_ . . | . : r ;

-
-
LA
-

-

Instant Payment - Anywhere - Any time
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O Activities of the system

RESEARCH

e Collection of NPS samples (seized, biological and collected online)

e Analysis of NPS samples

e NPS toxicological identification

e Research on NPS metabolism

e Update of NPS database

e Networking and scientific information sharing
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6 NPS database

ADVANCED
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NPS database: information sharing

ADVANCED

RESEARCH

Health system Law Enforcement

(analytical and

labs (analytical

clinical data) data)




El UniFl - Universita degli Stu... X

SN

URITON
+

www.unifiit

ADVANCED

o ~ NPS
Early Warning System | DEGLLSTUDI DATA
RESEARCH . oo 17085 PN

Username

Password

Forgot your password?

LOGIN

Click here to register
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o Data entry, consultation and
SANCED standard reporting

RESEARCH

= )

Home Page

@ Data entry ’ Data retrieval

' Standard reporting ‘ / Configuration

-
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utente: Amministratore Sito

Home Page

ADVANCED @ i

RESEARCH

’ Consultazione

Insermento per sostanza Sostanza

Inserimento per caso chnico Segni e sintomi (casi chinici)

Inserimento per singola Decessi droga-correlati
sostanza

Y/

Reportistica standard Configurazioni

Sostanza

Caso clinico
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ﬂﬁ Outlook.com-c... X | NPSAlert - HomePa.. X @ 1 Database NEW... X II Gestione Molec.. X & who-Cercacon.. X | =+ = g X

€ ews.dronetplus.it/an d_1.phj 87 ¢ X drugs > B 9 3 A = [E-

A DVAN C E D -. 1 collaborazione con N PS
Early Warning System (02 - DATA

RESEARCH ... BASE

Gestione Molecole - Modifica

Dati generali Proprieta chimico/fisiche Sicurezza Farmacocdnetica/metabolismo Informazioni laboratoristiche dalla letteratura Farmacologia Informazioni tossicologiche

Data inserimento *: Nome comunesigla molecola:
(o] 06 gg 02 mm 2014 aaaa A-796, 260/1-(2-Mor folin-4-letil)- 1H-indol-3-]-(2, 2, 3,3-
Nome sistematico/TUPAC: Stereochimica:
1-(2-morpholin-4-ylethyl)- 1H-indol-3-y1]-(2, 2, 3, 3-tetram
N Sinonimi:
A-796,260
N
) ° Brand: Gergali:
a
CAS
Forma libera 895155 25 -7
Sale Cloridrato: 5
Solfato: -
Altro:
Nati lla < i
® sintetica sntesinota: O s Ong  Descrizione:
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ﬂﬁ Outlook.com - c... >  NPSAlert- HomePa.. % | XIr Database NEW.. > II GestioneCasoC.. X & who-Cercacon.. X -+ — a X

L ) news.dronetplus.it/a plid=5&tipo=b c Q drugs > w8 O &+ & S

ADVANCED T NPS

Early Warning System ' PR E | DRSSO DATA

n
g
4

RESEARCH | oo e .oas BASE

Gestione Campioni Biologici - Modifica | Elenco campioni biclogic

Dati generali Campione sangue

Data osservazione paziente:
01 0g 03 mm 2013 asaa

Descrizione generale*:

A novembre 2013 il Punto Focale Bulgaro ha segnalato lidentificazione della molecola N-[2-etil-

2-(3-metossifenil)buti] -4-4drossibutanamide (Embutramide) in un campione di sangue prelevato post |
mortem.

1l campione & stato prelevato e analizzato dal Centre for Forensic Medicne, dell’Alexandrovska
I Hospital di Sofia, a marzo 2013. Non sono disponibili ulteriori informazioni sul caso.

Paece™: Bulgaria Regione: Provinda: Comune:

Sesso paziente: () Maschio (O Femmina ® Non noto Eta: Decesso: (O No @ si

Temperatura corporea: °C Pressione arteriosa: mmHg Frequenza cardiaca: FC bpm Saturazione:

Segni e sintomi

O Addosi metabolica Dnggressn.'ita O ACC - Arresto Cardio Circolatorio O Agitazione fecdtazione
O Agranuloditosi 1! Algia [ atucinazioni /deiirio [ atterazioni visus/nistagmo
D Amnesie D Anemia D Anisocoria EI Anoressizzante
D Ansia DApnea D Aritmia D Arresto respiratorio
O Atassia [ attacchi di panico [ eradicardia DBradlpnea
Clerivid Oeruxismo O Cardiopaimo [ cardiotossicita
[ catatonia Ocedta Ccefalea O cionie .
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LINKS: other international NPS database

https://www.unodc.org/LSS/Home/NPS @) |UNODC Early Warning Advisory

# lon New Psychoactive Substances

n\ European Database on New Drugs

http://www.emcdda.europa.eu/

https://pubchem.ncbi.nim.nih.gov/ Pu b©hem

http://www.iupac.org/ n m

INTERNATIONAL UNION OF
PURE AND APPLED CHEMISTRY
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Previous experience: Newg“fi"?u qs
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Manuale

tacnico per
ilsboratori
(volume1e 2)
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(2% 0710

99
3
D = 124
(66 67]48) 30
(46 18
; 1074

30148 o
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D

gol225
\8¢
og12612

[
—

@ Clinical center
. Laboratory

113_1061 ﬂ 05 r" '

22108

qu . 26 10460 4"
16% ~l 13
16241961 62 {10
5 \ 54119 > 9113

NEWS: 170
collaborating
centers

Central Directorate of Antidrug Services, Scientific
police, Custom agency, Forensic laboratories,
University laboratories, Research centres

77153155
57154154

5087 | 73"
151142, 93,35
A3 41,
449k 46

In the future,
a network very
useful for research
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In collaborazione con

NPS ALERT > d=

New Psycoactive Substances Advanced Research ] URiToN - TF - DSS

ADVANCED

Early Warning System

RESEARCH

Allerte e Informative Nuove Sostanze Pubblicazionie
Psicoattive (NSP) Documenti

> =S

»>
i
m

b

Entra
- © 'ﬁ
Yo =®

Altre Sostanze

Galleria

—

Entra >»

NEW DRUGS - 204

NevrEEs

Web site

www.npsalert.it

ADVANCED

RESEARCH
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Internet & Drugs on line

Advanced Early Warning System Research

Thanks for your attention

ADVANCED

RESEARCH

Claudia Rimondo
EU project I-SEE - NPS EWS system




